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ABSTRACT

This project presents an Al-driven smart
home control system integrated with face
recognition  technology. The system
enhances home security and automation by
identifying authorized users. It ensures

safety,

decision-making

convenience, and  intelligent

through artificial
intelligence. The system uses camera-based
monitoring and computer vision techniques
to identify authorized users and grant or
deny access accordingly. Unauthorized
access attempts are restricted, improving
overall home safety. Traditional home
security systems rely on physical keys.
passwords, or access cards, which can be
lost, stolen, duplicated, or misused, leading
to security vulnerabilities. These systems
also lack intelligent user identification and
real-time monitoring of unauthorized
access. There is a need for a secure,

contactless, and cost-effective smart home
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access control system that can accurately
identify individuals and restrict entry to

authorized users only.

KEYWORDS: Artificial Intelligence (Al),
Face Recognition, Computer Vision, Deep
Learning, Face Authentication, Real-Time

Detection, Image Processing.
INTRODUCTION

Smart homes aim to automate household
functions such as lighting, security, and
appliances. With advancements in Artificial
Intelligence and Computer Vision, face
recognition has become a reliable biometric
authentication = method.  This  project
combines smart home automation with Al-
based face recognition to improve security
and user’s home safety. The proposed system

not only improves security but also adds an
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additional layer of intelligence by enabling

personalized automation.
LITERATURE SURVEY

Smart home systems have gained significant
attention in recent years due to rapid
and

advancements in information

communication technologies. A smart home

is generally defined as a residential
environment that integrates  sensing,
communication, and intelligent control

technologies to enhance comfort, security,
energy efficiency, and quality of life. The
core concept of smart homes revolves around
automation and intelligent decision-making
using real-time data collected from various

devices.

RELATED WORK

Several researchers have contributed to the
development of smart home systems with the
aim of improving comfort, energy efficiency,
security, and automation. Initial related work
in domain focused on basic home automation
systems where household appliances were
controlled manually or through simple rule-
based mechanisms. These systems relied on
wired communication and predefined
schedules, offering limited flexibility and

intelligence.
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EXISTING SYSTEM

The existing smart home systems mostly
switches, mobile

PIN-based

depend on manual

applications, passwords, or
access. Users must actively operate these
systems to control lights, fans, and other
appliances. Security is commonly provided
through keys or numeric codes, which can be
lost, shared, or easily guessed. These
methods do not offer strong protection
against unauthorized access. Automation in
current systems is very limited and follows
fixed rules. There is no intelligent mechanism
to automatically verify a person’s identity.
Continuous monitoring is often missing in
traditional setups. Any breach may go
unnoticed until manual checking is done.
Overall, the existing system lacks advanced
and  reliable

security,  intelligence,

automation.

PROPOSED SYSTEM

The proposed system implements Al-driven

face  recognition for  secure  user
authentication in a smart home environment.
It continuously monitors the entry area using
a camera to detect and recognize faces in real
time. Access is granted only to authorized
users, while unauthorized individuals are
blocked.  This

approach  significantly
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enhances home security and helps prevent
theft and unauthorized entry. The system
eliminates the need for physical keys, cards,
or PINs, making

access completely

contactless. A webcam is used for face
capture, reducing additional hardware costs.
Authorized user data is securely stored in a

database for reliable verification.

SYSTEM ARCHITECTURE

The architecture of the Al-driven smart home
control system consists of a webcam, face
recognition module, user database, access
control unit, and smart door system. The
webcam captures real-time facial images of
the user and sends them to the face

recognition module.

The face recognition module processes the
image and compares it with stored facial data
in the wuser database. Based on the
authentication result, the access control unit
decides whether to grant or deny access. If the
user is authorized, the system unlocks the
door; otherwise, access is denied and an alert
is generated. This architecture ensures
secure, contactless, and real-time access

control for smart homes.
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Fig 1: System Architecture
METHODLOGY DESCRIPTION

The methodology of the smart home system
is designed to provide intelligent automation,
monitoring, and control of household
appliances using modern communication and
computing technologies. The system follows
a structured approach that includes data
communication,

acquisition, processing,

decision-making, and actuation.

RESULTS AND DISCUSSION

Fig2: Home page of Facial Recognition
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The home page of the facial recognition
system serves as the main interface through
which users interact with the application. It is
designed to be simple, user-friendly, and

secure, providing quick access to the core

functionalities of the system.

Fig 3: About Module

The home page using Al-based Face
Recognition acts as the primary entry point
of the system, enabling secure and intelligent
user authentication. It is designed to provide
real-time face detection and recognition
using artificial intelligence and deep learning

techniques.
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The Create User Database module is a crucial
component of an Al-based face recognition
system. This module is responsible for registering
new users and storing their facial data securely for

future identification and authentication.

Fig 5: Face Recognition

The Face Recognition module is the core
component of the Al-based system, responsible
for identifying or verifying individuals by
analyzing facial features. This module operates
by comparing real-time facial data with stored
information in the user database to determine

identity.
CONCLUSION

The Al-driven smart home control system with
face recognition enhances protection and safety
by allowing access only to authorized users. By
preventing unauthorized entry and automating
home operations, the system ensures a secure,

reliable, and intelligent living environment.
FUTURE SCOPE

The proposed Al-driven smart home control

system can be further enhanced by integrating
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advanced deep learning models to improve face
recognition accuracy under varying lighting and
pose conditions. Multi-factor authentication such
as combining face recognition with voice or
mobile-based verification can be added for higher
security. The system can be extended to support
cloud storage and mobile applications for remote
monitoring and control. Integration with IoT
devices like smart lights, alarms, and surveillance
cameras can provide complete home automation.
Additionally, real-time alert systems using SMS
or mobile notifications can be improved to

enhance response to unauthorized access.
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